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Abstract: The current paper intends to examine the issue of information protection,
particularly personal data, based on positive international experience, aiming to revise
and improve personal information protection provisions in Ukraine. Since conven-
tional norms necessitate the use of the evolutionary interpretation approach in the
context of the dynamic development of societal life, the study’s materials were inter-
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national legal regulations and the European Court of Human Rights and the Court of
Justice of the European Union case law. Thus, notable cases were examined in order
to shed light on the developing comprehension of sensitive data and the need for en-
hanced security. The analysis of the court practises regarding personal data protection
was conducted using a combination of general scientific and specific legal methods,
namely dialectical, analytical, formal-dogmatic, comparative-legal, systemic and pre-
dictive methods. As a result of the research, key standards for personal data protection
were identified, and recommendations for improving Ukrainian legislation, particu-
larly in terms of clarity and certainty, were developed. Recognising potential imple-
mentation challenges, the article advocates for ongoing research in this field to refine
and strengthen personal data protection mechanisms in Ukraine.

Keywords: personal data protection; European Union practices; sensitive data pro-
tection; European Court of Human Rights; European Court of Justice; Ukrainian
legislation.

Resumen: El presente trabajo pretende examinar la cuestion de la proteccion de la in-
formacion, en particular de los datos personales, basandose en la experiencia interna-
cional positiva, con el objetivo de revisar y mejorar las disposiciones de proteccién de
la informacién personal en Ucrania. Dado que las normas convencionales requieren
el uso del enfoque de interpretacion evolutiva en el contexto del desarrollo dindmico
de la vida social, los materiales del estudio fueron las normas juridicas internaciona-
les y la jurisprudencia del Tribunal Europeo de Derechos Humanos y del Tribunal de
Justicia de la Unién Europea. Asi, se examinaron casos notables para arrojar luz so-
bre la evolucion de la comprension de los datos sensibles y la necesidad de reforzar
la seguridad. El andlisis de la prictica judicial en materia de proteccién de datos per-
sonales se llevé a cabo mediante una combinacién de métodos cientificos generales
y juridicos especificos, a saber, métodos dialécticos, analiticos, formal-dogmaticos,
juridico-comparativos, sistémicos y predictivos. Como resultado de la investigacion,
se identificaron normas clave para la proteccion de datos personales y se elaboraron
recomendaciones para mejorar la legislacion ucraniana, especialmente en términos
de claridad y certidumbre. Reconociendo los posibles problemas de aplicacion, el
articulo aboga por seguir investigando en este campo para perfeccionar y reforzar los
mecanismos de proteccién de datos personales en Ucrania.

Keywords: proteccion de datos personales; practicas de la Unién Europea; proteccion
de datos sensibles; Tribunal Europeo de Derechos Humanos; Tribunal de Justicia de
las Comunidades Europeas; legislacién ucraniana.

Symmary: I. Introduction. 1I. Materials and Methods. I1I. Results and discussion.
IV. Conclusions. V. References.
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I. Introduction

In the context of the information society’s active development, introducing
new, in particular, informational technologies can be viewed as promising for
some institutions. The digitalization of the national apparatus’s work, reduc-
tion of bureaucracy, ensuring transparency in the provision of administrative
services and performing other functions of the country with the use of elec-
tronic technologies, etc., are examples of such improvements. As Ukraine
continues to develop in the information society, the introduction of new in-
formation technologies opens up significant opportunities to improve the ef-
ficiency of public administration. Digitalization of public administration,
reduction of bureaucracy, and increased transparency of administrative ser-
vices are some of the key benefits expected from these advances. However,
along with these improvements, new challenges have emerged. These include
increased risks of unauthorized access to personal data by governments and
private organizations, increased threats of cyberattacks, and the possibility of
foreign organizations obtaining confidential national security information or
personal data of Ukrainian citizens.

However, in addition to the benefits mentioned, new problems have
arisen, such as increased possibilities for obtaining information about a per-
son, including unauthorised means by governments and private entities, an
increase in the risks of cyber-attacks, as a result of which one country can
acquire information containing national security secrets or personal data of
citizens from another country, etc.

Due to the diversity of information, an extensive framework of informa-
tional law sources has been developed to establish the legal regime for its
various blocks (Commission declaration, 2009; European Declaration, 2022;
Recommendation, 2012). As an instance, the use and protection of public
information, such as data obtained during the performance of governmental
powers by entities or other information under their control, are regulated by
the Law of Ukraine “On Access to Public Information” (2011). At the same
time, information pertaining to science, technology, and production is rec-
ognised as a key subject of regulation under the special Law of Ukraine “On
Scientific and Technical Information” (1993). Similarly, specific regulation has
been applied to issues related to the use, provision of access to, and protec-
tion of personal information — at the level of the Law of Ukraine “On Personal
Data Protection” (2010). These attests, on the one hand, to the specificity of
relations governed by this law, aimed at ensuring the individual’s right to non-
interference in private life, and on the other hand, emphasises the fundamen-
tal importance for each subject of the matter of protecting their personal data.
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Individual international legal norms attest to the critical importance of
private information protection at the global scale, particularly within the Eu-
ropean community. For the first time at the international legal level, in 1948,
Article 12 of the Universal Declaration of Human Rights recognised the right
of everyone to privacy (Melnyk, 2013). To ensure this right, the government
must fulfil its duties by: creating the necessary conditions to prevent unlawful
and unjustified interference in private life by both private entities, respond-
ing appropriately to violations of the right to respect for private and family
life, and investigating instances of such unauthorised interference. The list-
ed duties apply to governments and public entities in the country (Universal
Declaration of Human Rights, 1948). Those norms laid the foundation for
promoting the right to privacy, an essential element of which is personal data
security. Today, the right to personal information protection should be con-
sidered a component of the right to respect for private, family life, home, and
correspondence guaranteed by Article 8 of the European Convention on Hu-
man Rights (1950). Since conventional norms necessitate the application of
the evolutionary interpretation approach in the context of the dynamic devel-
opment of societal life, including information relations, the European Court
of Human Rights (hereinafter — ECtHR) plays an exceptional role in shap-
ing and revising European standards for personal data protection. The Stras-
bourg Court has established consistent legal positions on the protection of
individuals from unjustified and prolonged retention of personal data by a
country's authorities (e.g., the ECtHR decision in the case of “S. and Marper
v. The United Kingdom”, Nos. 30562/04 and 30566/04, dated December 4,
2008 (ECHR Decision, 2008)). In addition, the ECtHR has repeatedly ex-
amined the relationship between the right to privacy and the use of various
forms of surveillance on individuals (e.g., the ECtHR decision in the case of
“Uzun v. Germany”, No. 35623/05, dated September 2, 2010 (ECHR Deci-
sion, 2010)).

A distinct layer of the ECtHRSs' jurisprudence has developed the concept
of “sensitive” personal data. This term encompasses the part of an individual’s
information that, if disclosed or negligently stored, has the potential to cause
significant harm to a person. Consequently, such information necessitates ex-
tra security precautions by the country or other authorized entities. This is
demonstrated, for example, by the ECtHR decision in the case of Aycaguer
v. France, Case No. 8806/12, dated June 22, 2017 (ECHR Decision, 2017),
and the case of Catt v. United Kingdom, Case No. 43514/15, issued on Janu-
ary 24, 2019 (ECHR Decision, 2019).

Article 15 of the Association Agreement between Ukraine and the Euro-
pean Union (hereinafter — EU) requires Ukraine to incorporate the best Euro-
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pean and international standards for personal data protection into its national
legal system (Association Agreement, 2014). Given the growing interaction
between national economic entities and European participants in civil turn-
over against the backdrop of European integration in Ukraine, this require-
ment is entirely logical and justified. The EU is committed to protecting its
citizens and residents within and outside its borders. The right to privacy is
fundamental in EU legislation. Personal data protection is included in the sys-
tem of fundamental rights under Article 8 of the EU Charter of Fundamental
Rights (hereinafter — the Charter) (Charter, 2009). In this context, the Court
of Justice of the European Union (hereinafter — CJEU; European Court of
Justice) has considered the issue of personal information protection accord-
ing to the EU law principles. The case “Volker and Markus Schek”, in which
the CJEU concluded that the requirement to disclose personal information
about each individual who received assistance from funds, including details
about the period, frequency, and amount of such assistance, does not meet
the criterion of proportionality in restricting individuals’ right to protect their
personal data (Decision, 2010), is an example of this.

Summarizing the foregoing, the relevance of present research is deter-
mined by the following factors: a) the development of the information society,
in which information, including personal data, is recognised as a distinct value
and subject to legal regulation and protection; b) the appearance of new in-
formation technologies that expand the possibilities of obtaining information,
including unauthorized means; c) recodification processes in the civil legisla-
tion of Ukraine allow for the possibility of revising and improving provisions on
the protection of information, including personal data, based on positive for-
eign experience; d) a significant number of violations of the right to respect for
private life guaranteed by Article 8 of the the European Convention on Hu-
man Rights, one of which is personal data protection, in Ukraine; e) the Eu-
rointegration processes in Ukraine necessitated an examination of European
standards for personal data protection as reflected in ECtHR and CJEU case
law; f) due to the high dynamism of information technology, particularly in the
processing and preservation of personal data, judicial practise is an especially
useful source of legal regulation, as it evolves more rapidly in response to new
societal challenges and standards than legislation and international treaties.

This sets the following objectives: to examine the ECtHR and the CJEU
case law in terms of personal data protection; to clarify the state of legal pro-
vision and legal enforcement regarding personal data protection in Ukraine;
identify its major shortcomings in light of the standards established in Euro-
pean judicial case law; and determine how Ukraine can improve its legal pro-
visions and law enforcement practices on personal data protection to be in
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line with European standards, in particular those set by the European Court
of Human Rights (ECtHR) and the Court of Justice of the European Union.

I1. Materials and Methods

Hence, the current paper intends to examine the issue of information pro-
tection, including personal data, based on positive international experience,
with the aim of revising and improving information protection provisions in
Ukraine.

Since conventional norms necessitate the use of the evolutionary inter-
pretation approach in the context of the dynamic development of societal life,
including information relations, the study’s materials were international legal
regulations and also ECtHR and CJEU case law. The analysis of the ECtHR
practises is crucial in this research especially due to specific decisions of the
ECtHR and the Court of Justice of the EU, as well as key legal positions of
these European courts, allowed for the identification of European standards
for personal data protection and the formulation of proposals to Ukrainian
legislators on their basis.

The analysis of the ECtHR and CJEU practises regarding personal data
protection was performed on the basis of a methodological foundation that
presented as a combination of both general scientific and specific legal meth-
ods of scientific cognition, namely:

The dialectical method was used to analyze the interaction and differenc-
es between European and Ukrainian personal data protection mechanisms.
This method helped understand the broader context in which data protection
laws operated, highlighting connections and disagreements that may facilitate
personal data protection.

The analytical method was used to examine specific legal positions of
the ECtHR and the CJEU regarding the issue of protecting personal data, as
well as domestic legal provisions and legal enforcement practices in this field.
Examining specific legal positions and national legislative provisions, the spe-
cifics of data protection mechanisms with the European legal space were as-
sessed with a view of implementing best practices in the Ukrainian context.

The formal-dogmatic method was implemented to study the content of
specific legal norms governing personal data protection in Ukraine and the
EU. The comparative-legal method was employed to compare national legal
provision and legal enforcement practises with the ones of European judicial
institutions in the field of personal data protection, identifying shortcomings
at the national level in the legal provision and data protection.
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The systemic method allowed the organisation of a vast array of the EC-
tHR and CJEU case law on personal data protection by key problematic is-
sues. The predictive method was employed to develop proposals for improving
national legal framework of Ukraine for personal data protection in accor-
dance with European standards in this area.

I11. Results and discussion
1. European regulations for personal data protection

The history of the development of personal data protection legislation and
case law in Europe is closely linked to the growing importance of privacy and
personal rights in the context of digitalization and globalization. The origin of
the idea of personal data protection can be traced back to the 1970s, when the
first European countries, such as Germany and Sweden, began to adopt laws
on personal information protection.

Gradually, with the development of information technology, these issues
have become particularly relevant. In 1981, the Council of Europe adopted
the Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data (Convention 108), which laid the foundation for
the further development of European legislation in this area. This document
was the first international treaty to establish common standards for the pro-
tection of personal data.

Based on Convention 108 and taking into account further technological
changes, in 1995 the EU adopted Directive 95/46/EC on the protection of in-
dividuals with regard to the processing of personal data and on the free move-
ment of such data. This directive became the basis for national laws of the
EU member states, in particular, it required compliance with the principles
of lawfulness, fairness and transparency in the processing of personal data.

The most significant milestone was the adoption of the General Data
Protection Regulation (GDPR) in 2016, which entered into force in 2018.
The GDPR was a response to the challenges posed by globalization and digi-
talization and established new, stricter data protection standards that must
be met not only in the EU but also outside of it if the data of EU citizens are
processed.

Article 16 of the Treaty on the Functioning of the European Union em-
powers the European Parliament and the Council, as regional legislative bod-
ies, to formulate standards of protection the private entities’ personal data.
Furthermore, the mentioned Treaty allows the establishment of not only rec-
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ommendatory but also mandatory acts in this sphere, which are obligatory
for compliance by all EU member countries without the need for separate
consent from each country. Rules for the protection of individuals in the pro-
cessing of their personal data by EU institutions, bodies, offices, and agen-
cies, as well as by member countries during activities within the scope of EU
legislation, are established following the ordinary legislative procedure, along
with regulations regarding the free movements of such data. Compliance with
these rules is monitored by independent authorities (Consolidated versions,
1992). In this regard, it may be beneficial to provide a brief overview and de-
fine the functional purpose of each of the specialised sources of legal protec-
tion for personal information protection in the EU, some of which have global
significance as international agreements while others have been developed in
accordance with Article 16 of the Treaty on the Functioning of the European
Union and serve a purely regional purpose (Korniienko et al., 2020).

The occurrence of opportunities for cross-border personal information
processing compelled countries to collaborate and establish collective inter-
national rules for the protection of personal data in a cross-border context. As
a result, the Convention for the Protection of Individuals with Regard to Au-
tomatic Processing of Personal Data (hereinafter — CETS No. 108) was estab-
lished. This international treaty was ratified in order to ensure consistent and
high-quality conditions for protecting each individual’s right to privacy during
the processing of their personal information across every participating jurisdic-
tion (Convention, 1981).

European personal data protection standards, in particular those set by
the GDPR, are based on several key principles, such as legality, transparency,
data minimization, and accountability. These principles reflect the desire to
ensure a high level of protection of individuals’ privacy and data in response
to the challenges posed by the development of technology. Fundamental prin-
ciples for ensuring personal information protection were defined at the level
of CETS No. 108s general provisions, and were later incorporated into the
national legislation of most European countries, including Ukraine. Among
these general principles, the following should be specified:

a) the principle of lawfulness and fairness in personal data collection and
processing;

b) the legality and clarity of the purpose for storing personal information;

¢) the sufficiency and proportionality of measures for storing and/or pro-
cessing personal data;

d) the accuracy of the obtained personal information and the ability to
review and update it at reasonable intervals;
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e) the storing and displaying format of the personal information should
allow subjects to be identified for no longer than the time required to
satisfy the legitimate motive of processing personal data.

Furthermore, while CETS No. 108 does not explicitly use the term “sen-
sitive data”, it prohibits processing the “special categories of data” in the ab-
sence of adequate legal guarantees in national legislation. These are pieces of
information which disclosure or careless storage may have particularly nega-
tive consequences for the data subject. Such information could pertain to a
person’s health, genetic information, religious beliefs, or circumstances sur-
rounding criminal proceedings against them. In Ukrainian legislation, the
“sensitive data” concept is legally regulated under Article 7 “On the Protec-
tion of Personal Data”. Specific mechanisms for enhanced protection, such as
increased legal liability for their disclosure or careless storage, are not provided
in Ukrainian legislation, which may be considered a shortcoming.

Within the EU, the provisions of CETS No. 108 were continued in Direc-
tive 95/46/EC of October 24, 1995 (hereinafter — Data Protection Directive).
The adoption of the Data Protection Directive was prompted by the challenge
of disparate national standards and legislative approaches to personal informa-
tion processing in various European countries, which resulted in inconvenient
differentiation in data protection legal regulation as cross-border use of such
data increased. This regional international act aims to establish a uniformly
high level of protection for individuals across all European countries when it
comes to the processing of their personal information. This uniformity is ex-
pected to be achieved through the full harmonisation of national legislative
rules in this area. The importance of the Data Protection Directive was high-
lighted by the CJEU (EC]J Decision, 2011).

The Regulation of the European Parliament and the Council (EU)
2016/679 (hereinafter — General Regulation; GDPR) of April 27, 2016, on
the protection of physical subjects concerning the processing of personal data
and the free movement of such data (Regulation, 2016) is the next signifi-
cant source of European law in the field of personal data. Cross-border ex-
change of personal data is unavoidable as a result of globalisation processes
in the economy and politics aimed at expanding international trade and co-
operation. However, according to Article 110 of the General Regulation, if
personal data is transferred from the Union to third countries, the level of
protection for individuals ensured by this Regulation in the Union should not
be weakened. Thus, the implementation of the provisions of this EU legisla-
tive act in Ukraine is not only required for successful European integration
but also to support commercial relations with EU countries. Unlike the previ-
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ous Data Protection Directive, the General Regulation establishes more strin-
gent “game rules”. The minimum amount of the fine set by Article 83 of the
General Regulation on the protection of personal data, in particular, reaches
10,000,000 euros.

2. European experience in personal data protection

The analysis of established ECtHR practices is of special importance in our
study. This is due to a significant number of cases reviewed by the Strasbourg
Court concerning violations of Article 8 of the European Convention on Hu-
man Rights during the processing of personal information, unauthorised ac-
cess to it by private entities, abuse of authority by country's officials regarding
access to the personal data of citizens, foreigners, and others (Granada Min-
isterial Declaration, 2010).

If we summarise the content of the EU courts and the ECtHR practise
in the area of personal information protection, we can conclude that the en-
tire ECtHR practice is based on the “three-part test” of the lawfulness of in-
terference with personal data, specifically: compliance with the law, pursuit
of legitimate objectives, and the usage of proportionate means. Generally, the
history of the ECtHR’s practise regarding personal data protection began with
the court’s decision following the substantive consideration of the case “Lean-
der v. Sweden”. The ECtHR drew the attention of European Convention on
Human Rights participants, for the first time, in this decision, to the fact that
disclosure of personal life information by representatives of a country’s author-
ities, in the absence of a legal basis or legitimate purpose (or both elements
simultaneously), may constitute a violation of Article 8 of the European Con-
vention on Human Rights (Decision, 1987). Then, in its decision in “Amann
v. Switzerland”, the Strasbourg Court defined personal data as “information
about an individual’s private life that should be interpreted dynamically in
light of the specific circumstances of the case and the principles of social life
in a particular country” (Decision, 2000).

A distinct aspect of the ECtHR’s practice is devoted to the issues of per-
sonal data protection in law enforcement activities, particularly the collection
and storage of personal information in national registers (Recommendation,
1997). The Strasbourg Court has repeatedly emphasised the importance of
adequate safeguards in national law to prevent the use of personal information
inconsistent with international guarantees (ECtHR Decision, 1997). We be-
lieve that when automated processing involves personal data while performing
police duties, officials may abuse their positions to obtain involuntary consent
from the data subject, engage in unauthorised access to personal information,
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etc. Hence, we fully agree with the ECtHR’s conclusion in the case “Gardel v.
France”, which emphasised that legislation at the national level should func-
tion as a layer against the abuse of access to personal information (ECtHR
Decision, 2009). Concurrently, the Strasbourg Court affirmed the admissibil-
ity of including personal information, including “sensitive data,” in the state
register of individuals convicted of crimes against sexual freedom in the same
case. Given this ECtHR precedent, we consider the passage of Ukrainian Law
No. 409-IX on December 19, 2019, creating a Unified Register of Persons
Convicted of Crimes Against Sexual Freedom and Sexual Integrity of Minors,
to be entirely permissible (“On Amendments...”, 2020).

At the same time, when entering data into national databases, it is critical
to consider the ECtHR'’s practice regarding the unjustified use of personal in-
formation. According to the decision of the Strasbourg Court in the case “Khe-
lili v. Switzerland,” police officers discovered a business card with a phone
number and an ambiguous note during a raid: “A lovely woman, a little over
thirty years old, looking for a man for occasional meetings”. The police used
this single business card to enter information about the applicant as a pros-
titute. While retaining personal information due to the high probability that
the person is involved in criminal activity may be justified and proportionate
when the allegations are not supported by sufficient evidence, are not legally
defined, and are too general, such interference with a person’s private life has
no legitimate purpose and is not proportionate (ECtHR Decision, 2011). The
European Court of Human Rights reached a similar conclusion in the case “S.
and Marper v. the United Kingdom”, where the application concerned viola-
tions of Articles 8 and 14 of the European Convention on Human Rights by
law enforcement agencies. Despite the court’s approval of two applicants, the
police kept their biometric data, including DNA profiles containing an un-
usual amount of genetic information. According to the legislation at the time,
this retention could occur indefinitely for the purpose of further identifying
criminals, pursuing the legitimate purpose of detecting and preventing crimes
(ECtHR Decision, 2008a).

In this case, the ECHR also classified the personal data, including bio-
metric data, of minors as “sensitive data”, the dissemination and negligent
storage of which can cause particular harm due to the vulnerability of the data
subject, who is on the path of social integration and personal development.
The ECHR’s unanimous decision in this case regarding the violation of Ar-
ticle 8 of the European Convention on Human Rights was also based on the
“vague” formulation of law enforcement agencies’ powers regarding the use
and indefinite retention of suspects’ personal data, regardless of the nature
and severity of the offence.
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A dedicated part of the Court of Justice’s practise, particularly its deci-
sion in the case “Gubert v. Germany”, addresses the issues of the government
maintaining registers with personal information about its citizens or foreigners
through the lens of protecting the right to respect for private life. In this case,
the applicant requested that his personal information be removed from the
national database of citizens of foreign European countries who stayed in the
territory of the FRG for more than three months. The main reason for keeping
this register was to aid in statistical, law enforcement, and judicial activities.
According to the CJEU, Article 7 (e) of Directive 95/46/EC requires the na-
tional authorities to process personal data solely on legal grounds in the inter-
est of society. Furthermore, in ruling on this case, the EU Court emphasised
the need for all EU countries to develop a unified concept of the necessity
of intervention in personal data. This concept has autonomous significance
throughout the EU territory and is based on the Data Protection Directive’s
overarching purpose, as stated in Article 1 (Derective, 1995)).

The Court of Justice emphasised the possibility of restricting an individu-
al’s right to free movement within an EU member country, a provision granted
to the member countries by the Treaty on the Functioning of the European
Union. As a result, when establishing a national register of information on
foreigners’ residence (stay), authorities should only use personal information
to the extent justified by the legitimate purpose of granting them such pow-
ers at the official level. Only by complying with such requirements will the
administration of those registers and databases be able to meet EU standards
in this area. Otherwise, retaining personal information in specified statistical
registers would not satisfy the necessity criterion (ECtHR Decision, 1997b).

In the case of “Guber v. Germany”, the applicant drew attention to the
purpose of keeping a centralised data register for foreigners - preventing crime
on the territory of the Federal Republic of Germany (FRG). The court agreed
that accomplishing this purpose requires effective pre-trial investigation and
judicial review of criminal offences committed by citizens of any country, in-
cluding German citizens. In this regard, there are grounds to believe that, in
this case, the collection and processing of personal information solely for for-
eigners, considering the lack of a comparable database for FRG citizens, con-
tains obvious signs of nationality discrimination, which is unacceptable under
EU standards (ECtHR Decision, 1997b).

Finding a fair balance between respect for private and family life and the
freedom of expression guaranteed by Article 10 of the European Convention
on Human Rights is an important task that the ECtHR faces in addressing the
issue of personal data protection. The Strasbourg Court has developed criteria
for determining the priority of freedom of expression over respect for private
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life over the years. These criteria, according to the ECtHR'’s conclusions in
cases such as “Von Hannover v. Germany” (ECtHR Decision, 2004) and “Axel
Springer AG v. Germany” (ECtHR Decision, 2012), include:

e the existence of public debate in which personal data about an indivi-
dual is used to support such discourse;

e individuals® publicity and the content of publications about them;

e the individual’s actions prior to acquiring and disseminating their per-
sonal information;
the method of collecting information;
the publication’s format, content, and consequences;

e the rigour of the resulting responsibility.

A separate category of decisions made by European judicial institutions is
dedicated to the issue of obtaining voluntary consent for processing personal
data. In European law, consent characteristics are primarily defined in Ar-
ticle 5(2) of the Amended CETS No. 108. Specific provisions related to the
granting of consent for personal information processing are also addressed in
the Committee of Ministers Recommendation CM/Rec(2010)13 to member
countries on the protection of individuals concerning automatic personal data
processing in the context of profiling, dated November 23, 2010, and also in
Articles 4, 6, 7, 8, and 9 of the General Data Protection Regulation. Follow-
ing these documents, consent must be voluntary, informed, specific, and un-
ambiguous. The CJEU has a compelling practice regarding the necessity of
renewing previously obtained consent. For instance, in the case of “Deutsche
Telekom AG”, the EU Court considered the issue of renewing a subject’s con-
sent to processing their personal information. In this case, the CJEU recog-
nised the relevance and validity of the consent to the processing of personal
data as an additional characteristic. In the case of a change in at least one of
the conditions of processing (a data recipient or the scope of the personal data
being processed change), consent is required to be renewed to inform the
provider of personal information about the new processing conditions (EC]
Decision, 2011).

Additionally, the modern concept of personal data protection incorporates
the right to be forgotten, which has already been considered by the ECHR
and the Court of Justice in a number of cases (Obukhovska). The right to be
forgotten is primarily exercised on the Internet by contacting an online plat-
form and requesting that specific information or accounts be removed from
search engines if the information is outdated, inaccurate or no longer rele-
vant. The implementation of the right to be forgotten, which is situated at the
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“crossroads” of two fundamental rights (the right to privacy and the freedom
of expression), was thoroughly examined by the Court of Justice of the Euro-
pean Union in the cases of “Google Spain SL, Google Inc. v Agencia Espa-
fiola de Protecciénde Datos, Mario Costeja Gonzélez” (ECJ Decision, 2014)
and “Google LLC, successor in law to Google Inc. v Commission nationale de
I'informatique et des libertés” (CNIL) (EC] Decision, 2019).

3. European personal data protection experience and the
possibilities for Ukrainian legislation improvement

Today, personal data protection in Ukraine is one of the most pressing ar-
eas requiring significant attention from both legislators and law enforcement
agencies. The state of legislation and judicial practice in this area reflects both
achievements and certain shortcomings in the implementation of European
personal data protection standards.

In Ukraine, personal data protection is regulated by a set of laws and
regulations, as well as practical measures aimed at ensuring the confidential-
ity and security of personal information. The national data protection legisla-
tion of Ukraine is based on several key acts. The most important is the Law
of Ukraine “On Personal Data Protection” (2010), which defines the rules for
processing personal data, the rights of data subjects and the obligations of data
processors. This law was an important step in creating a legal environment for
the protection of personal information. In addition, the Law of Ukraine “On
Electronic Trust Services” (2017), which regulates the issues of electronic
signatures, seals and other electronic trust services that also affect data pro-
tection. The Law of Ukraine “On Cybersecurity” (2017) complements the reg-
ulation in this area, covering electronic signatures and general cybersecurity.

However, given the constant development of technology and growing
threats, there are certain shortcomings in Ukrainian legislation that require
attention. First, despite efforts to harmonize with international standards,
Ukrainian regulations do not always meet the most up-to-date requirements
of the European Union, in particular the General Data Protection Regulation
(GDPR). This can create legal uncertainties for companies operating interna-
tionally. As of 2024, Ukraine has not yet fully implemented all the provisions
of the GDPR, although certain steps have already been taken in this direc-
tion. For example, the Law of Ukraine “On Personal Data Protection” was
amended to expand the rights of data subjects and oblige data controllers to
ensure transparency in their processing. At the same time, Ukrainian legisla-
tion does not yet contain such important concepts as “confidential data” and
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does not regulate some specific aspects, such as the processing of children’s
data or data transfers abroad.

Secondly, the lack of clarity of certain definitions and procedures in the
legislation may complicate its practical application. The case law in Ukraine in
the area of personal data protection is still being formed and is characterized
by a lack of uniformity. National courts often rely on international standards,
but there are not enough precedents that would clearly establish mechanisms
for personal data protection in accordance with European standards. Prob-
lems with the implementation and enforcement of regulations, as well as ir-
regular application of law enforcement practice, reduce the effectiveness of
data protection

Thirdly, the need to constantly update legislation to meet rapid techno-
logical changes and new threats is a significant challenge.

Thus, although Ukraine has made important steps in the field of person-
al data protection, there are still many aspects that need to be improved to
achieve a level of protection that meets international standards. One of them
is the need to improve the mechanisms for monitoring compliance with the
law, including enhancing the role of the Ukrainian Parliament Commissioner
for Human Rights. In addition, the principles and standards laid down in the
practice of European judicial institutions should be more actively implement-
ed to ensure an adequate level of personal data protection.

In the context of European integration, Ukrainian legal scholars, such as
Bem et al. (2015), Golovin et al. (2022), Kovalova et al. (2019), Melnyk et
al. (2014), Onishchenko, Rogova (2011), Smokov et al. (2022), Tyshchenko,
Yesimov (2013) etc., and Ukrainian society as a whole agree on the critical im-
portance of adhering to Article 17 of Ukraine’s Law titled “On the Execution
of Decisions and the Application of the European Court of Human Rights
Practise” (2006), which officially recognises the ECtHR’s practise as a legiti-
mate source of law in Ukraine. Consequently, a thorough examination of the
established practices of the ECtHR can be recognized as imperative. Specifi-
cally, the analysis of distinct decisions provided by the ECtHR and the CJEU
and the pivotal legal stances articulated by these European judicial entities al-
low the formulation of recommendations for Ukrainian legislators.

Considering the above, analysis of the ECtHR and the CJEU decisions
was conducted and key legal positions of these European judicial bodies were
defined and proposals for the Ukrainian legislator was formulated in this pa-
per. These results have been organised in Table 1 for ease of comprehension.
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Table 1. The European Court of Human Rights and the European Union'’s
Court of Justice decisions and opportunities for improving Ukrainian

legislation

European Court of
Human Rights and
the Court of Jus-
tice of the European
Union decisions

The content of the
practise

Wiays to improve personal data
protection mechanism in Ukraine

The ECtHR deci-
sion in the case Ay-
caguer v. France No.
8806/12 dated June
22,2017 (ECHR De-
cision, 2017), Catt v.
United Kingdom No.
43514/15 dated Janu-
ary 24, 2019, Decision
of the EC], C-101/01
“Bodil Lindqvist” dat-
ed November 6, 2003,
S. & Marper v. United
Kingdom dated De-
cember 4, 2008.

Those decisions es-
tablish a distinction
between “sensitive”
and “non-sensitive
data”, examine the le-
gal basis for process-
ing sensitive data and
emphasise that viola-
tions of sensitive data
integrity should result
in increased liability.
This is due to the fact
that their security is
more stringent, and
the consequences of
their dissemination
are more dangerous
and harmful to the
data subject.

— to provide a legal definition of
“sensitive data” as a type of per-
sonal data whose processing,
storage, or dissemination causes
a high risk to the data subject.
therefore, a special regime of con-
fidentiality and enhanced protec-
tion from both the country and
authorised entities is required;

— the list of sensitive data in the
legislation of Ukraine needs to be
expanded (including personal data
of minors, conducting administra-
tive offence proceedings against
an individual, etc.), and a non-ex-
haustive list of the main types of
sensitive data needs to be estab-
lished. This would allow law en-
forcement authorities to classify
certain personal data as sensitive
based on the specific circum-
stances of each case within the
limits of the discretion provided,
— the increasing of administrative
fines for the dissemination of sen-
sitive data;
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— it is necessary to legislate the
requirement for enhanced pro-
tection of information containing
sensitive personal data. An exam-
ple could be the employer stor-
ing such information in a safe in
sealed envelopes or on electronic
media with enhanced protection
against information leakage, ac-
cessible only to a limited number
of individuals (only those employ-
ees required to process sensitive
data according to their direct of-
ficial (labour) duties).

The ECtHR decision
in the cases of “Fush-
man v. Germany” dat-
ed October 19, 2017,
“Von Hannover wv.
Germany” dated June
24, 2004, and “Axel
Springer AG v. Ger-
many” dated February
7,2012.

To effectively pro-
tect personal data, it
is necessary to find a
balance between the
right to privacy and
the freedom of expres-
sion in each case.

— to avoid ambiguous and contra-
dictory practises by national ju-
dicial authorities on this subject,
it is necessary to establish gener-
al criteria for balancing the right
to respect for private life and the
right to freedom of expression in a
special law:

1) the existence of public debate
in which personal data about an
individual is used to support such
discourse;

2) individuals® publicity and the
content of publications about
them;

3) the individual’s actions prior to
acquiring and disseminating their
personal information;

4) the publication’s form, content,
and consequences;

5) the rigour of the resulting
responsibility.
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The CJEU decision in
the case of C-131/12,
“Google Spain w.
AEPD and Mario
Costeja Gonzalez”
dated May 13, 2014,
and case C-507/17,
“Google LLC, suc-
cessor in law to
Google Inc. v Com-
mission nationale de
I'informatique et des
libertés” (CNIL),
dated September 24,
2019.

Regarding the right to
be forgotten through
the removal of infor-
mation from internet
search engines.

— it is necessary to establish a
mechanism for implementing the
right to be forgotten on the Inter-
net at the level of a separate Ar-
ticle in a special law, taking into
account a number of aspects, in-
cluding the form and addressee
of the request for information re-
moval. It should also govern the
various options that consider re-
quests, such as administrative
and judicial procedures, with or
without the involvement of the
country's authorities;

— it is necessary to establish the

main criteria to be considered for
the fulfilment of a “right to be for-
gotten” request (the outdated or
irrelevant nature of the informa-
tion, the inaccuracy of the data,
the low degree of societal signifi-
cance of the relevant information,
and the non-public nature of the
subject, etc.).

Thus, there is an urgent need for a legal definition of “sensitive data”, and
an expansion of the list of such data and in other improvements of Ukraini-
an legislation to introduce clarity and certainty. Addressing these issues will
contribute to improving the protection of citizens’ privacy. It is also clear that
certain aspects of our proposal may pose challenges in practice due to a wide
range of circumstances, indicating the need for further research in this area.

IV. Conclusions

A summary of the practices of the CJEU and the ECtHR regarding the pro-
tection of personal data leads to the conclusion that the entire jurisprudence
of the ECtHR in this area emphasises the importance of adhering to the
“three-part test” of the legitimacy of interference with personal data: 1) in ac-
cordance with the law; 2) in pursuit of a legitimate purpose; 3) by proportion-
ate means. Additionally, it has been identified that European judicial instances
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adhere to the following key standards of personal data protection in their deci-
sions, which should be implemented into Ukrainian legislation:

e establish specific legitimate purposes for processing personal informa-
tion, ensuring compliance with the lawfulness principle;

e cnhance the legal definition of the “personal data” concept in accor-
dance with the General Data Protection Regulation;

e formulate at the level of a separate norm of the principles for the pro-
tection of personal data based on the practices of European judicial
institutions;

e cstablish a legal basis and regulation of each operation with personal
information at the level of special legislation and regulations, following
the principle of the rule of law, including the formal expression of a
qualitative law for the legal processing of personal data;

e the country should only use adequate measures for the processing and
protecting personal data that are proportionate to their legitimate pur-
pose. In particular, the duration of operations involving personal infor-
mation should not exceed the reasonable time required to achieve the
legitimate purposes of such operations;

e establish, at the national legislative level, the option to review the re-
levance of personal data on a regular basis and, if necessary, lawfully
update them at the request of the data subject;

¢ the concept of “sensitive data” necessitates separate special regula-
tions for their protection due to the potential increased harm from
their dissemination or negligent storage. At the same time, it is essen-
tial to remember that the risk of harm resulting from the processing of
such information is determined not by its content but by the context
in which it is used;

e confirm the priority of personal data protection over the subject’s inter-
est in providing services.
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